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DenizBank AG PSD2 APIs

1)Create Consent
Header part of method will be filled in like below.

Create Consent APl works with role information of AlS, PIS and both AIS &PIS certificates.

It will return error for invalid/expired certificate and certificate without role information.

POST ™ https:/fopenbankinguat.denizbank.at/api/v1/consents
Params Authorization Headers (14) Body ® Pre-request Script Tests Settings »
Headers & hidden
KEY VALUE DESCRIPTION
TPP-Signature-Certificate
TPP-Redirect-URI https:/jgoogle.com?test=xyz
X-Request-ID 3123fdfsaaa
TPP-Application-Code ABCS
PSU-IP-Address 12121212

Body part of method will be filled in like below sample.

1. 8

2 "access": {

3 "accounts": [],

4 "balances": ' [],

5 "transactions": []

6 5,

7 "recurringlndicatoxr": true,
8 "validUntil": "2024-03-03",
3 “"frequencyPexDay": 1,
10 "combinedServicelndicatoxr": false
11 %

We support Bank Offered Consent.
validUntil value indicates the expire date of consent.

frequency per day value indicates the maximum number of calls without active PSU by TPP for
account services. Default allowed number of calls is 4 in order to be comply with regulation.

The differentiate between active/not active customer existences is made by looking at whether PSU-
IP-Address field is empty or not.



recurringlndicator field value indicates either the consent is for recurring access to the account data
or the consent is for one access to the account data.

combinedServicelndicator value can be only false.

Response:

'baalé395-58c8-429e-886a-2bddeB555188"
atus”: "received",

scaauth”: §

href": "https://openbankinguat.denizbank.at/oauth/.well-known/oauth-authorization-server

yd

We expect TPP to access the url in ScaOAuth for Authorization server configuration and metadata
informations.

2)Get Consent
The header part of method will be filled like below.

Consent Id value is given as a parameter value.

GET ~  https:/fopenbankinguat.denizbank.at{api/v1/consents/a09ae616-a328-485c-958c-b49fh6351308
Params Authorization Headers (10) Body e-request Script Tests Settings
Headers 6 hidden
KEY VALUE DESCRIPTION
*-Request-ID 3213fdfdf
TPP-Application-Code ABCS5
TEP-Signature-Certificate
Authorization Bearer 78yYPYSMQCHHV754eCOIMmMAWWEJPNy-i4elnKZ-NSNNkpaMUYBMIC...
Response
"access": §

“iban": "DE43500307004207019550"

1.
balances [
i
“iban": "DE43500307004207019550"
1,
transactions”: [
i
“iban": "DE455B@307B8E420701955@"
]

"validUntil": "28

03-16TE0: 90:08" ,

: true,
"frequencyPexDay": 1,
"lastActionDate": "2023-@7-10TEE:41:39",
"consentStatus”: aldid"



3)Get Consent Status

Header part of method will be filled like below.

GET ~ https://openbankinguat.denizbank.at/api/v1/consents/2f167ec5-bc64-42d3-bB89-4d55a7f5bd51/status
Params Authorization Headers (10) Body Scripts Settings
Headers 7 hidden
Key Value Description == Bulk |
X-Request-ID 3213fdfdf
ABCS

TPP-Application-Code

TPP-Signature-Certificate

Response

Body Headers (7]

Pretty Raw Preview

ria

%]

consentStatus will be below values:

e Received
e Expired
e Valid

4)Delete Consent

"consentStatus":

JSON v

Consent ID is given as a parameter. As a response method will return no content for successful delete

operation.

DELETE ~  https:fjopenbankinguat.denizbank.atfapi/vi/consents/baal6395-58c8-4e9e-885a-2bddd8555188

Params Authorization Headers (10} Bady Pre-request Script Tests Settings

Headers 6 hidden

KEY VALUE DESCRIPTION

X-Request-ID 3213fdfdf
TPP-Signature-Certificate
TPP-Application-Code ABCS
Authorization Bearer PWXCrb75j9yn96Hg5M TggsGAFE-nuRZE4oYrv4fbbkulbgnVAzZztkirSMNwe

5) Get Authorization Server MetaData

EndPoint Uri: (No request header, or body required.)

GET o https://openbankinguat.denizbank.at/oauth/ well-known/oauth-authorization-server



Response:

[ /openbankinguat.denizbank.at",

"https://openbankinguat.denizbank.at/authorize",
penbankinguat.denizbank.at/toksen",

L

6)Get Authorization Request

The query parameters of method will be filled like below.

GET ~ https://openbankinguat.denizbank.at/authorize response_typ: i id=800000000000008&st % 3a0fb4475e-aebc-417e-a64c-3789eacd719&redirect_uri=https://google.com?
test=xyz&code_challenge=s22&code_challenge_method=plain

Params e  Authorization ~ Headers (6)  Body  Pre-request Script  Tests  Settings e

Query Params

KEY VALUE DESCRIPTION

response_type code

client_id 800000000000008

stale statettt

scope AlS%3a0fb4475e-aebc-47e-a64c-378f%eac9719

redirect_uri https://google.com?test=xyz

code_challenge 522

code_challenge_method plain

Response http Code:

B sStatus:

[}

4
1

02 Found

This endpoint redirects the TPP to page of DenizBank AG Internet Banking in order to get consent
from PSU. SMS or push TAN verification is performed during the login and transaction confirmation
stages. You can see examples of SMS TAN below.

UAT Customer Number:10251 can be used in order to login.

Password: m3104



DenizBank AG ¥ =

W Die DenizBank AG ist seit 2019 Mitglied der
Emirates NBD Gruppe.

Login (Kundennummaer)

\ I \ Mehr Infos

Passwort

smsTAN: EINFACH, . :
SICHER UND BEQUEM & DenizMobile e

intertec!

Login Page

DenizBank AG & D

Die DenizBank AG ist seit 2019 Mitglied der

Jesetzlich Emirates NBD Gruppe.
Mehr Infos
Bitte geben Sie Ihre smsTAN innerhalb von
——2 Sekunden ein.
> intertect
SMS Tan Page
SMS OTP:123456



Consent Confirmation IB Pages:

Gizem Test

Mit der Verknlpfung erlauben Sie:
Gultag bis 10.8.2023 00:00:00
Konto/Konten auswdhlen

D AT161965004010251550

Sie erlauben Gizem Test die Umsatzabfrage, Saldoabfrage bis 10.8.2023 00:00:00.

Die Erlaubnis ist 1 Tage gultig.
porcrn

Account Selection Page

Gizem Test

With the Link You Allow:
Validity Date 10.8.2023 00:00:00
Select Account/Accounts

|:| AT161965004010251550

You will allow Gizem Test to access your account/s until 10.8.2023 00:00:00.
This permission will be valid for 1 days.

Account Selection Page English Version

Payment Confirmation IB Pages:

Gizem Test

With the Link You Allow:
The order containing the details mentioned below will be paid after your confirmation.

Debtor Account:AT161965004010251550
Amount: 12,00 EUR

Creditor Bank: ZIRAAT BANK International
Creditor Name: |ean

Explanation: www.amazon.de

Confirmation of Payment




Gizem Test

With the Link You Allow:
The order containing the details mentioned below will be paid after your confirmation.

Debtor Account:AT161965004010251550
Amount: 12,00 EUR

Creditor Bank: ZIRAAT BANK International
Creditor Name: Jean

Explanation: www.amazon.de

Security Code is for one time use only and valid only for 3 minutes.
Please enter the security code.

02 :50

Cancel The Order Approve The Order

SMS Tan Page Confirmation of Payment

cC O @ google.com.tr/?code=EgwybW77uEWQ3Ci0ztVEqetb7TX8XpAwfpxYryGIHCQOhDLoHUJESoHMRN L. & 12 ¢ ® 0O

Gmail Gorseller

Google

Google'da Ara Kendimi Sansh Hissediyorum

Google't kullanabileceginiz diger diller: English

TTP redirection page

URL in browser will be updated by automatically and page will be redirected to TPP’s given redirect
link address.

https://www.google.com.tr/?code=m9lkKgO1lcwrmjb5jlpNcWf1VAL9-zrZ0Z3k4dhTrB4-PmY4yEi-
GrOpOBiAj_MUbOIWjpZT-WOrNgg5EbYD_HXp_45nrKIArplf6LGLUrfxDyeh89g0CgrPT8B4ROITsoV-
bOGAuLgHGIlivdvgTOV3LIVGT3jsgchsbA3Yfor5BdHpSuPGqSZjwZKImH_QkPO;HbfVfAXrkyGsi6s6EiURvg
2&state=null

7)Access Token

PSU login the URL that return from successful triggering of Create Consent and Create Payment
methods. Authorize code value will obtain by getting confirmation of consent and payment steps.
The authorize code value will be set in code field in access token method.



Client Id value that is obtained by creating an application on the API portal will set in request as
shown below.

Consent Id/Payment Id value set in request_id field.

Produced access token for consent has default 1 hour, payment token has 1 day validity. After
validity time, the access token will be expired. Access token can be renew with refresh_token action
below.

https://www.google.com.tr/?code=zmqkNtJ4XhzLFNvfF1jXOygCg9f9ehDjXzrbxMiZNJOskisUrMYsCf
ON1PC60yrleukGI5B2hhiM3PK1lidbwgqn7ul6glyav7V3PzKMYFI-
82crVRpHIW917bWNtXdf5mhAJGxboGGEBIP IEg2fyWRGMMk7gNbVT1L6ALTr3yflISC1aOLpdpFKtcp
QDFRTR20;ySwrxMrSEwMzrlO0OSRxyNg2&state=null

Header part of method will be filled like below.

POST ~ https:/fopenbankinguat.denizbank.at/token?code=KI3V30GOjqrTHtFOC3tRyJ189c_g8cOWQIr7KUo3TbPOwWpLLQFGshJzQBxmd1VeraFjCuQjOxi1BoGOnichA-mTIDJ4NgmkzB 2k 0ANSgNUGQ5HOJIDkI
Params ® Authorization Headers (10) Body Pre-request Script Tests Settings
Headers 7 hidden
KEY VALUE DESCRIPTION
X-Request-ID 9dcel3a2-6496-4fad-8a42-dB4dBd04F718

TPP-Signature-Certificate

TPP-Application-Code ABCS

Request Parameters:

POST ~ https://openbankinguat.denizbank.at/token?code=-ROXQjf7k8fnG5TZZ65SXUThOKTORisDX5dwEATCKINVSCR-m2kiRajdGwWdrOZtZFviuz51wpZPr Try »
Params ® Headers (4) Body
Key Value Description === Bulk Edit
code -ROXQjf7k8fnG5TZZ658XUThOKTOPisDX5dwEATCklh...
code_verifier 522
grant_type authorization_code
client_id 800000000000008
redirect_uri https://google.com?test=xyz
Body Headers (9) Status Code 200 OK

Pretty Raw Preview JSON v = o Q
1
2 "access_token":

"1131571LHk23pKVBORMOEZIxMYimHvbc - g7DyzN1WeBOmoASCaAoOF5thYIKp8W1lYzh6ebkQ54y LASWz ILEKNAVRDcdwexDVpmSAgAQdDe -xESteVw2btIH78cRgtGejgsLh
IWRALZWFiT-0TueHxsXGKI8ylax6V6EbuglbozUVFTEBUUZZPTQVZIitNCZPVE;96y479911c9UkQ5hoBLAIg2" ,

3 "token_type": "Bearer",
4 "expires_in": 3599,
5 "scope": "ais:becdafdb-d019-4ala-8de0-71fdals1fcdo”,
6 "refresh_token":
"hgXkQGbRm1XaN-DIKDO1jdScMIfE9vILAs3PEdvABwWzVY _zzbXgaXeFQ-UiQRcCQOzOaveGASBYENQ2Ku107dvHGMP_KVy@ZwUtFIAT4b8vIWIBnOkeNnnhFXgkGPSPbhE ;
96y4799311c9UkQ5hoBLATg2" L |
7

https.://www.google.com.tr/?code=-
jiwhK1SjkrTyN7NpCVtzrBVECNHrxWx20Dy3W6izkBK8xxAoTuOmJ9ulgoxfuAtaAN6Rxblgq8jRvQxObjTO
JICyIN4uC6diwcqiW5eaN300eKOIGbbPLtuluBH dWvTIn8il5ZoSyRQsHti3VARRcAuCG6MqYqfUWkOGu
dOmJF1299rvCnYWx4dSTQIWf-0;uulvGTOBIZqUqyqZ7KQKOA2&state=null

"access_token":
"ggBXe_FO70yHIxIR)YgKUQydXWshFQDcUZ_96SChgjjXvRkDUU3ZQ2uGZDahfEwKCi5HKgu3K0gAkyaH


https://www.google.com.tr/?code=zmqkNtJ4XhzLFNvfF1jXOygCg9f9ehDjXzrbxMiZNJ0skisUrMYsCfON1PC6OyrJeukGI5B2hhM3PK1idbwgqn7uJ6g1yav7V3PzKMYFl-82crVRpHIw917bWNtXdf5mhAJGxboGGEBIP_IEg2fyWRGmMk7qNbVT1L6ALTr3yfISC1aOLpdpFKtcpQDFRTR20;ySwrxMrSEwMzrIO0SRxyNg2&state=null
https://www.google.com.tr/?code=zmqkNtJ4XhzLFNvfF1jXOygCg9f9ehDjXzrbxMiZNJ0skisUrMYsCfON1PC6OyrJeukGI5B2hhM3PK1idbwgqn7uJ6g1yav7V3PzKMYFl-82crVRpHIw917bWNtXdf5mhAJGxboGGEBIP_IEg2fyWRGmMk7qNbVT1L6ALTr3yfISC1aOLpdpFKtcpQDFRTR20;ySwrxMrSEwMzrIO0SRxyNg2&state=null
https://www.google.com.tr/?code=zmqkNtJ4XhzLFNvfF1jXOygCg9f9ehDjXzrbxMiZNJ0skisUrMYsCfON1PC6OyrJeukGI5B2hhM3PK1idbwgqn7uJ6g1yav7V3PzKMYFl-82crVRpHIw917bWNtXdf5mhAJGxboGGEBIP_IEg2fyWRGmMk7qNbVT1L6ALTr3yfISC1aOLpdpFKtcpQDFRTR20;ySwrxMrSEwMzrIO0SRxyNg2&state=null
https://www.google.com.tr/?code=zmqkNtJ4XhzLFNvfF1jXOygCg9f9ehDjXzrbxMiZNJ0skisUrMYsCfON1PC6OyrJeukGI5B2hhM3PK1idbwgqn7uJ6g1yav7V3PzKMYFl-82crVRpHIw917bWNtXdf5mhAJGxboGGEBIP_IEg2fyWRGmMk7qNbVT1L6ALTr3yfISC1aOLpdpFKtcpQDFRTR20;ySwrxMrSEwMzrIO0SRxyNg2&state=null
https://www.google.com.tr/?code=-jiwhK1SjkrTyN7NpCVtzrBVEcNHrxWx20Dy3W6izkBK8xxAoTuOmJ9uIgoxfuAtaAN6Rxblqq8jRvQxObjTOJlCyJN4uC6diwcgiW5eaN3OOeKOlGbbPLtuluBH_dWvTln8il5ZoSyRQsHti3VdRRcAuCG6MgYqfUWk0GudOmJF1299rvCnYWx4dSTQJWf-0;uuLvGTOBlZqUqygZ7KQKOA2&state=null
https://www.google.com.tr/?code=-jiwhK1SjkrTyN7NpCVtzrBVEcNHrxWx20Dy3W6izkBK8xxAoTuOmJ9uIgoxfuAtaAN6Rxblqq8jRvQxObjTOJlCyJN4uC6diwcgiW5eaN3OOeKOlGbbPLtuluBH_dWvTln8il5ZoSyRQsHti3VdRRcAuCG6MgYqfUWk0GudOmJF1299rvCnYWx4dSTQJWf-0;uuLvGTOBlZqUqygZ7KQKOA2&state=null
https://www.google.com.tr/?code=-jiwhK1SjkrTyN7NpCVtzrBVEcNHrxWx20Dy3W6izkBK8xxAoTuOmJ9uIgoxfuAtaAN6Rxblqq8jRvQxObjTOJlCyJN4uC6diwcgiW5eaN3OOeKOlGbbPLtuluBH_dWvTln8il5ZoSyRQsHti3VdRRcAuCG6MgYqfUWk0GudOmJF1299rvCnYWx4dSTQJWf-0;uuLvGTOBlZqUqygZ7KQKOA2&state=null
https://www.google.com.tr/?code=-jiwhK1SjkrTyN7NpCVtzrBVEcNHrxWx20Dy3W6izkBK8xxAoTuOmJ9uIgoxfuAtaAN6Rxblqq8jRvQxObjTOJlCyJN4uC6diwcgiW5eaN3OOeKOlGbbPLtuluBH_dWvTln8il5ZoSyRQsHti3VdRRcAuCG6MgYqfUWk0GudOmJF1299rvCnYWx4dSTQJWf-0;uuLvGTOBlZqUqygZ7KQKOA2&state=null

rwwloGKGZcy4lqZhrQj5w0gTO8JpRaSbS)-_ygXS VT2NS1ljncoOAapRC-
OOCtINNKMx6tbyHeWCzrnXdcDn8n4GxaW-o_cYwfb26zVKRZ4rFGiHO;IUYRF8HCICRACaANnDITS6g2",

"token_type": "Bearer",
"expires_in": 3901618,
"scope": "bb425668-f4f7-4455-bab3-2ca959914f89",

"refresh_token": "hgXkQGbRm1XaN-DJKDOIjdScMIfE9v1L6s3PfdvA8wzvy_zzbXggXeFQ-
UiQRcCQOz0av6GOSBY5nQ2Kulo7dvHGMP_KVy0ZwUtFfAf4b8vWIBwOkeNnnhFXgkGP5Pbh0;96y47
99JIc9UkQ5hoBL4)g2"

8)Access Token Via Refresh Token

It ensures the renewal of the expired access token. The refresh token duration is up to the period
defined by the PSU for AlS, and 50 days for PIS. (This duration is parametric and can be changed by
business units.) If the refresh token has expired, it will throw an error.

Header part of method will be filled like below.

POST ~ https:/fopenbankinguat.denizbank.at/token?code=KI3V30GOjgrTHFOC3tRyJ19¢c_g8cOWQIr7KUo3ThPOWPLLAFGshJzQBxmd1VeraFjCuOjOxi1BoGOnichA-mTIDJ4NgmkzB2k0ANsgNUGQSHOJIDKI
Params Authorization Headers (10) Body Pre-request Scrip! Tests Settings
Headers 7 hidden
KEY VALUE DESCRIPTION
X-Request-ID 9dcel3aZ-6496-4fad-8a42-d84dad04f 718

TPP-Signature-Certificate

TPP-Application-Code ABCS

Request Parameters:

POST ~ https://openbankinguat.denizbank.at/token?grant_type=refresh_token&client_id=800000000000008&redirect_uri=https://google.com?test=xyz&re Send v

Params o Authorization Headers (11) Body Pre-request Script Tests Settings Cookies

Query Params

Key Value Description eee  Bulk Edit
grant_type refresh_token
client_id 800000000000008
redirect_uri https://google.com?test=xyz
refresh_token hgXkQGbRm1XaN-DJKDOIjdScMIfESvILEs3PfdvABwzZvY...
9)Get Account

Header part of method will be filled like below.

10



GET ~ https:ffopenbankinguat.denizbank.at/api/v1/accounts
Params Authorization Headers (11) Body Pre-request Script Tests Settings
Headers @ 6 hidden
KEY VALUE
X-Reqguest-ID 3213fdidf
TPP-Signature-Certificate
TPP-Application-Code ABCS

Consent-ID

Authorization

(RN CI <M<

Response

rha

accounts™: [

a0%aef16-a928-485c-958¢-b481b6351308

Bearer 78yYPYSmQCHHV7 54eCOIMmAwWWE JPNy-idelnkZ-NSNNkpabMUYBMIC...

’
‘resourceId”: "TFMwNDQzTG1OMUJDaDBleVBRMKE4AQTEI",
‘iban”: "“DE48500307004207019550",
“currency”: "EUR",
“name": "TEST",
"product”: "MGBA"
B

10)Get Account Detail
Header part of method will be like below

GET ~  https://openbankinguat.denizbank.at/api/v1/accounts/alpDNXIubnpCVELV3RmbINXNTB1UT0S

Params  Authorization  Headers (11) Body  Pre-request Script  Tests  Settings

Headers @ 6 hidden

KEY VALUE

¥-Request-ID 3213fdfdf

Authorization Bearer 78yYPYSmQCHHV754eCOIMMAWWE JPNy-idelnkKZ-NSNNkpaMUYBMIC...
TPP-Signature-Certificate

Consent-1D a0%ae616-a828-485c-958c-b48fb6351308
TPP-Application-Code ABCS
Response

i

"account": {
'resourceld": "TFMwNDQzTG1lOMUIDaDBEleVERMKEAQTAS",

"iban”: "DE4850030700420791955@",
‘currency”: "EUR",

"name”: "TEST",

'product”: "MGBA"

11)Account Transactions
Header part of method will be like below

11

DESCRIPTION



GET ~ https://openbankinguat.denizbank.atfapi/vl/accounts/alpDNXIubnpCVELV3IRmMbINXNTB1UTO9/transactions?bookingStatus=booked

Paramse  Authorization  Headers (11) Body
Headers < 6hidden

KEY

TPP-Application-Code
TPP-Signature-Certificate

Consent-1D

Authorization

[ BN < B < B <]

X-Request-ID

Pre-request Script Tests

Settings

VALUE

ABCS

a08ae616-a028-485c-958c-b49fb6351308

Bearer 78yYPYSmQCHHY754eCOIMMAWWE JPNy-id4elnKZ-NSNNkpaMUYBMTC..

3213fdfdf

If you do not set date interval as parameter, the method will return records of last 7 days.

KEY
dateFrom

E dateTo

Response:

Body Headers (8)

VALUE

2020-08-01

2022-08-20

Pretty Raw Preview JSON v j
2
3
a
]
7
8 i
9 "transactionId": "448",
1e "bookingDate™: "2024-03-04T21:54:47",
11 "transactionAmount”": {
12 "eurr : "EUR",
13 "amount”: 1088
14 I
15 "remittanceInformationUnstructured”: "Festgeldrickzahlung. 17-10251-363 (Transaktion : Auszahlung)",
16 "balanceAfterTransaction™: {
17 "gurrency": "EUR",
18 "amount”: 19255664
s I
20 "channel": "Othexr"
21 i
22 1.
23 "_links®: {
24 "account": {
25 "href": "https://openbankinguat.denizbank.at/api/vl/accounts/a1pDNXlubnpCVELjV3RMBINXNTELUTES"
26 1
27 1
28 1
29 1

12) Account Balance
Header part of method will be like below

12

DESCRIPTION

Status



GET e https:/fopenbankinguat.denizbank.at/api/v1/accounts/alpDNXIubnpCVELV3RmMbINXNTB1UTOS/balances

Params  Autherization  Headers (12) Body  Pre-request Script  Tests  Settings

Headers @ 6 hidden

KEY VALUE DESCRIPTION
Consent-1D a002e616-a028-485¢-958¢-b40Tb6351308
¥-Reguest-ID 9dce13a2-6496-4fad-8a42-d84d8d0AT7T8
TPP-Signature-Certificate
TPP-Application-Code ABCS
Authorization Bearer 78yYPYSmQCHHV754eCOIMmMAWWEJPNy-idelnkKZ-NSNNkpaMUYBMIC..
PSU-IP-Address 12121212

Response:

1 g

2. "account”: {

3 "iban”: "DE48500307004207019550",

4 ‘currency”: "EUR"

5 I

6 "balances“: [

7 i

8 "palanceAmount”: {

9 "currency": "EUR",

8 “amount”: 0.26

[ X i,

2 "palanceType": "interimBooked",
3 "referenceDate”: "2023-07-10T01:30:13.4105663+02:00"
4 I

5 ]

6 B

13)Confirmation of Fund
Confirmation of Fund method will be triggered by certificate with having PIS and both AIS&PIS role
information.

Headers and Params will be filled like below.

The value send in amount field and account balance will be compared.

POST ~ https://openbankinguat.denizbank.at/api/v1/funds-confirmations ‘ m

Params Authorization Headers (14) Body & Pre-request Script Tests Settings Cook
Connection - @ keep-alive
TPP-Application-Code ABCS
X-Request-ID 71e88fd5-0aa7-477a-bc5d-486d8ddas...
TPP-Signature-Certificate MIIEvzCCABegAwWIBAgIUbXNfMDC1ro/n...
PSU-IP-Address dhhhdhhh3421
lody Cookies (2) Headers (9) Test Results @ 2000K 1599ms 533B [ Save as example
Pretty Raw Preview Visualize JSON — | t
1 i
2 | "fundsAvailable": true
3 ¥

13



Request Body:

POST ~ https://openbankinguat.denizbank.at/apifv1/funds-confirmations

Params Authorization

none form-data

[

Wb -1 oM

i

Headers (16) Body @ Pre-request Script Tests Settings

w-www-form-urlencoded @ raw binary GraphQL  JSON

"account™: {l
"iban":" DE485@@3E}?@@42E}701955€|"

)

"instructedamount”: {
"amount":"108",
‘currency”: "EUR"

Response will return as True/False.

14) Create Payment
Sepa Credit Transfer

Header field of method will be filled like below.

POST

~  hups:ffopenbankinguat.denizbank.at/api/v1/payments/sepa-credit-transfers

Params Authorization Headers (13} EBody ® Pre-request Script Tests Settings

Headers <> B hidden

[ < B < I < BN <

KEY

¥-Request-1D
TPP-Redirect-URI
TPP-Application-Code
TPP-Signature-Certificate

PSU-IP-Address

Request Body:

w o r

(=Y

L= IS I = U 1]

i@
11
1z
13

15
16
17
18
19
268
21
22
23

rda

‘debtorAccount”™: - {

VALUE
3123fdfsaaa
hitps://google.com

ABCS

123z212

3

"iban": "AT1619650@481E25155@",
"gurrency": "EUR"

i

‘instructedAmount” - {

"amount®:

13,

"currency™ i "EUR"

}f

‘creditorAccount™:-{
"iban": "DEE25122070008905489427",
| "gurrency": "EUR"

}f

creditorName": "Jean”,

‘creditoraddressT: {

"streetname" ! "strest",

"townname™ 1 "city”,
"postcode™: 15168,

"countzy":

}f

"gE"

‘'remittanceInformationUnstructured”: "waw.amazon.de",

‘'requestedE

xecutionDate": "2024-03-30"

14
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Payment ID and URL will be returned as response

"paymentId": "44cb954d-a%b3-4cbh8-a253-8a5955c558ad",
"transactionStatus": "RCVD",

" links": {
"scaOAuth": {
"href": "https://openbankinguat.denizbank.at/oauth/.well-known/oauth-authorization-sexrver"”
3

We expect TPP to access the url in ScaOAuth for Authorization server configuration and metadata
informations.

15) Create Periodic Payment
Periodic Sepa Credit Transfer

‘ POST ~ https://openbankinguat.denizbank.at/api/v1/periodic-payments/sepa-credit-transfers

Params Authorization Headers (16) Body e Pre-request Script Tests Settings

Headers < 10 hidden

Key Value Description
¥-Request-ID 3123fdisaaa
TPP-Redirect-URI https://google.com
TPE-Application-Code ABCS
TPP-Signature-Certificate MIIEvzCCABegAwWIBAgIULXNIMDCTra/nCnzxRDJzDg...
PSU-IP-Address address
Is-SandboxkKonsentus 1

Periodic Sepa Request Body:

1 i
2 ‘debtorAccount”:  §
3 "iban": "AT161945@E401E25155@"
4 "currency” i "EUR"
5 I
& 'instructedAmount" - §
7 "amount": - 13,
=1 "currency”: "EUR"
e I
uKc] ‘creditoxrAccount™: {
11 "iban": "DER2512207280906439427",
1z "currency” i "EUR"
13 i
14 ‘creditoxMName" : "Jean",
15 ‘creditoraddress"™: - {
16 "streetname": "streset",
17 "townname™ - “"city"”,
18 "postcode”:-15150,
19 "countxy":- -"BE"
26 e
21 ‘remittanceInformationUnstructured”: "www.amazon.de",
22 ‘startDate”: "2024-02-088",
23 ‘endDats": "2024-83-a3",
24 ‘frequency”: 1,
25 ‘executionRule”: "following",
26 ‘day0fExecution™: - "@1"
27 T

15



Payment ID and URL will be returned as response

1 4

2 "paymentId": "adadl506-06ea-4142-b@bd-4ddde@s4fdTa",

3 "transactionStatus": "RCVD",

4 " links": {

5 ‘scafAuth”: {

& "href”: "https://openbankinguat.denizbank.at/oauth/.well-known/oauth-authorization-server”
7 }

8 H

9 T

16) Get Payment Status
Header field of method will be filled like below.

Payment ID value and transactionStatus which based on 1S020020 format will return as response.

GET v https://openbankinguat.denizbank.at/api/v1/payments/sepa-credit-transfers/53faf047-b9d6-44a2-a5bc-33cc3b82d6a5/status
Params  Headers (3) Body
Headers
Key Value Descriptio

X-Request-1D 3123fdfsaa

TPP-Signature-Certificate

[N <

TPP-Application-Code AMAZON

Ki Value Descriptio

Body Headers (9)

Pretty Raw Preview JSON =

14

2 | "transactionStatus": "PDNG"

i
GET v https://openbankinguat.denizbank.at/apifv1/periodic-payments/sepa-credit-transfers/53fc4c4 2-01de-4295-ba74-552f031aefbf/status
Params  Headers (3) Body
Headers
Key Value Description

X-Request-1D 3123fdfsaa

TPP-Signature-Certificate

[ I <

TPP-Application-Code AMAZON
K ey Value Descriptiol

Body Headers (9)

Pretty Raw Preview JSON =
1
2 | "transactionStatus": "ACSC"
L

16



17) Get Payment
Header field of method will be filled like below.

GET it https:/fopenbankinguat.denizbank.at/api/vi/payments/sepa-credit-transfers/44cb954d-a9b3-4chb8-a253-8a5955c558ad

Params Autherization Headers (10) Body Pre-request Script Tests Settings
Headers <« 6 hidden

KEY VALUE
¥-Request-1D 3123fdfsaa

TPP-Signature-Certificate

[ <IN}

Authorization Bearer wTwQuSBmEjPO7KuSc)l__o7acvEEJCOCrE6AKhU_wZUrRE JxgpCz4KCkGlzn
TPP-Application-Code ABCS
Response:
Body Headers (8) Status Code 200 OK
Pretty Raw Preview JSON v =
1 H
2 "creditorAccount": {
3 “iban": "DEG2512207008986409427",
4 “currency": "EUR"
5 i,
6 "creditorAddress”: {
7 "streetName": "street",
3 "buildingNumbexr": "",
9 "townName": "city",
10 "postCode”: "15158",
11 "country": "BE"
12 i,
13 "creditorName": "Jean",
14 "debtorAccount": I
15 "iban": "AT161965004010251550",
16 "currency": "EUR"
17 i,
18 "instructedAmount”: {
19 "currency": "EUR",
20 "amount": 1@
21 e
22 "remittanceInformationUnstructured": "www.amazon.de",
23 "transactionStatus": "ACSC"
24 b

18) Get Periodic Payment
Header field of method will be filled like below.

‘ GET w https:/fopenbankinguat.denizbank.at/api/v1/periodic-payments/sepa-credit-transfers/7d4f0c1e-4dal-4988-9b0d-1f77 2cad67aa

Params Authorization Headers (13) Body Pre-reguest Script Tests Settings

Key Value Description
¥-Request-ID 3123fdfsaa
TPP-Signature-Certificate MIIEvzCCABegAWIBAGIULXNIMDC 1Iro/nCnzxRDJzD...
Authorization Bearer rBY 31UwNJcNtgGeZboudnhHWa7yxtAbkiVa...
TPPE-Application-Code ABCSH
Is-SandboxKonsentus 1
Response:

17



s

1
2 "creditorAccount": {
3

"iban”: "DEG2512207000%06489427",
4 ‘currency”: null
5 i
& "ecreditorAddress":
7 "streetName": null,
= "buildingNumbexr™: "
=] "townName™: null,
1@ ‘postCode™: null,
11 "countxry”: "BE"
1z R
13 "creditorName .
14 ount™:
15 "ATE71965802707900883" ,
16 ‘currency”: null
17 i,
18 "instructedAmount”: {
19 ‘currency”: "EUR",
28 ‘amount”: 4.8
21 R
22 "remittanceInformationUnstructured™: “www.amazon.de",
23 "transactionStatus™: "ACSC",
24 "requestedExecutionDate™: "0061-01-01TE0:80:80",
25 "startDate": "2024-02-03TOR:00:007,
26 "endDate”: "2024-03-83TQ0:80:80",
27 "freguen “Weekly",
28 "day0fExecution”: "@1"
29 B

19) Delete Payment
Future Date Sepa Payment Delete

Headers and request parameters will be filled like below

DELETE ~ https:f/openbankinguat.denizbank.at/api/v1/payments/sepa-credit-transfers/d875f866-2849-4b17-96a2-54f9a86dal68 ‘

Params Authorization Headers (10) Body Pre-request Script Tests Settings Cookies
Headers @ 6hidden

Key Value Description == Bulk Edit Presets v
X-Request-ID 3123fdfsaa

TPP-Signature-Certificate

[N R <<

Authaorization Bearer RZ2NrG3h420LVTInfnVJ2K0_-RLO5C3vJrsDFN...
TPP-Application-Code ABCS
Ke . -

Periodic Payment

Headers and request parameters will be filled like below

DELETE ~ https://openbankinguat.denizbank.at/api/v1/periodic-payments/sepa-credit-transfers/d2334212-2849-4b17-96a2-54f9a86da168 ‘

Params Authorization Headers (11} Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

Key Value Description =« Bulk Edit Presets v
X-Request-1D 3123fdfsaa

TPP-Signature-Certificate

Authorization Bearer RZ2ZNrG3h420LVTInfnVJ2K0_-RLO503vJrsDFN...

[CRN R <<

TPP-Application-Code ABCS

Ke Value
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Future Date Cross Border Credit Transfer

Headers and request parameters will be filled like below

DELETE v https:ffopenbankmguat.dem’zbank.atfapiMfpaymemslcrossfbDrderfcredwlftransfersfd23342127284574!}17—9532754f9386da168| l

Params Authorization Headers (11) Body Pre-request Script Tests Settings Cookies
Headers © 7 hidden

Key Value Description === Bulk Edit Presets v
X-Request-1D 3123fdfsaa

TPP-Signature-Certificate

(RN I < B <

Authorization Bearer RZZNrG3h420LVTInfnVJ2K0_-RLO503vJrsDFN...
TPP-Application-Code ABCS
Key Value
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